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11 Parallel Systems 
 

11.1 Introduction 
Previous chapters have assumed that the protective device is a simple, 
single system whose reliability is characterised by a single mean time 
between failure figure.   

It often happens that a single protective device cannot achieve a 
tolerable risk of a multiple failure, as in the hypothetical example below. 

A steam boiler is protected by a single pressure relief valve whose 
function is to vent excess steam if the boiler pressure exceeds 10 bar (1 
MPa).  If the boiler pressure exceeded this value and the pressure relief 
valve failed to operate, the boiler could explode and seriously injure or 
kill personnel in the vicinity.  

The best available information on the relief valve states that its mean time 
between failures in this operational context should be about 50 years.  As 
far as anyone knows, the relief valve on this boiler has never had to lift 
during its two year life, but in the plant as a whole, similar valves are 
expected to experience about one demand every twenty years. 

A detailed analysis has led the management team to apply a standard of 
no more than one multiple failure every 4000000 years. 

The review team calculates that the required failure-finding interval for 
the relief valve is 

   

€ 

T ff =
2MdevMdem

Mmf
=
2× 50× 20
4000000

years  

The result is 0.0005 years, or a little over 4 hours. 

Checking a relief valve every four hours is probably not a feasible 
maintenance task.  The most obvious options are to find a more reliable 
relief valve or to increase the mean time between demands on the 
system, perhaps by improving the pressure control system.  Even with 
these changes it seems unlikely that either of these could deliver the 
improvement that would be needed for failure-finding to take place at a 
reasonable interval2.   

                                                           
2 Although failure-finding is unlikely to be feasible in the example considered 

here, short failure-finding task intervals can sometimes be practical by using 
automatic or online test equipment. 
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If it is impossible to achieve the required level of risk with the existing 
equipment, what is to be done?  A common sense redesign would 
replace the single relief valve with two (or possibly more) valves.  Then if 
one valve fails to operate, the second is likely still to be operational.  
This is exactly how most boiler pressure relief systems are designed. 

If we assume a yearly failure-finding interval for the relief valve system, 
what level of availability is achieved?   

For a single valve whose mean time between failures is 50 years, a 
failure-finding task interval of a year leads to an average availability of 

€ 

A = 1−T ff / 2M dev = 1− 1
2× 50

= 99%  

Simple reliability theory suggests that if a single system has an 
availability of 99% (unavailability of 1%), then the chance that both 
systems have failed when boiler overpressure occurs is 

€ 

U = 1%×1% = 0.01% 
So there is approximately a one in 10000 chance that both systems have 
failed when required.   

For reasons discussed below, the figure of one in 10000 is incorrect, but 
the principle is sound: increasing the number of parallel protective 
devices drastically reduces unavailability, provided that each device on 
its own is capable of preventing the multiple failure.  In practice almost 
all real world boiler protection systems employ more than one relief 
valve in order to achieve an acceptable level of risk. 

11.2 Availability 
The following analysis assumes that all of the parallel protective devices 
are tested at the same time and that all the devices are identical.  If this is 
the case, then the multiple failure can only happen if all the devices 
have failed.  Assuming that all the devices are fully functional 
immediately after the failure-finding task, the chance that any one of 
them has failed at time t is (from Chapter 8) 

€ 

U = 1− e−t /M dev  
If there are n identical, parallel devices, the chance that they have all 
failed at time t after the check is 

€ 

U = (1− e−t /M dev )n  

Section 25.4 shows that the average unavailability over the failure-
finding period T

ff
 is 
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€ 

U =
1

(n +1)
T ff

M dev

⎛ 

⎝ 
⎜ 

⎞ 

⎠ 
⎟ 

n

 

and the failure-finding interval required to achieve a predetermined 
average availability A of the protective system is 

€ 

T ff = Mdev (n +1)(1− A)[ ]
1
n  

Where “To the power of 1/n” means “Take the nth root of the quantity 
inside the brackets.” 

For the example boiler discussed in section 11.1 and assuming a failure-
finding interval of one year, the theoretical average availability achieved 
rises quickly as the number of parallel relief valves is increased. 

Parallel  
relief valves 

Availability achieved 
(task interval 1 year) 

1 99% 

2 99.987% 

3 99.9998% 

4 99.999997% 

Why is the unavailability of n devices not just the unavailability of one 
device multiplied by itself n times, as would be expected from reliability 
theory?   

If the failure-finding interval is less than about 5% of the protective 
device’s mean time between failures, the availability of a protective 
device varies linearly as shown in this graph.  The availability is 100% 
immediately after failure-finding has taken place and it drops in a straight 
line until the next failure-finding task is carried out. 
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A failure-finding task is carried out on this device at an interval that is 
10% of its mean time between failures.  Its availability varies linearly 
between 0% and 10%, so its average over time is 5%. 

Now suppose that two similar devices are connected in parallel.  Either 
device can initiate the protective action.  The failure-finding task is 
carried out on both devices at the same time. 

The unavailability at any time is given by the product of the individual 
device unavailabilities, so now the device availability and unavailability 
look like this: 
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The unavailability at any time is the product of the two devices’ 
individual unavailability levels, so the overall availability of the pair 
varies as the square of the time since testing.  This explains why the 
average unavailability is now 0.33%, not 0.25% as you might have 
expected (5% x 5%).  In qualitative terms, because the devices are tested 
together, the combination is very reliable immediately after the test, but 
the devices “grow old together” and the combination becomes much 
less reliable as time progresses. 

11.3 Risk 
Once the overall availability of the protective devices has been 
calculated, working out the mean time between multiple failures is easy: 
it is exactly the same as the method as we used for single devices. 

If the mean time between demands on the system is M
dem
, and the average 

unavailability of the protective system is U, then the mean time between 
multiple failures is 

 
So the mean time between multiple failures for a parallel protective 
system is 
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€ 

Mmf = (n +1)Mdem
Mdev
T ff

⎛ 

⎝ 
⎜ ⎜ 

⎞ 

⎠ 
⎟ ⎟ 

n

 

and the failure-finding task interval that achieves a required mean time 
between multiple failures M

mf
 is 

€ 

T ff = Mdev
(n +1)Mdem

Mmf

⎡ 

⎣ 
⎢ 
⎢ 

⎤ 

⎦ 
⎥ 
⎥ 

1
n

 

Returning to the boiler example in section 11.1, let us calculate the 
failure-finding task interval again, but this time with two parallel relief 
valves (n = 2). 

With n = 2, but all other data the same (Mdem = 20 years, Mmf = 4000000 
years) 

€ 

T ff = Mdev
(n +1)Mdem

Mmf

⎡ 

⎣ 
⎢ 
⎢ 

⎤ 

⎦ 
⎥ 
⎥ 

1
n

= 50× 3× 20
4000000
⎡ 

⎣ ⎢ 
⎤ 

⎦ ⎥ 

1
2

= 50× 0.000015years

or approximately 0.2 years. 

11.4 Economic 
A similar analysis gives the lowest cost failure-finding interval for a 
system that contains n parallel protective devices.  Note that the cost of 
failure-finding, C

ff
, is the cost of doing the whole failure-finding task, not 

just the cost of doing the task to one device. 

The optimum failure-finding interval for n parallel devices (see section 
25.6) is 

€ 

T ff =
(n +1)MdemC ff M dev

n

nCmf

⎡ 

⎣ 
⎢ 
⎢ 

⎤ 

⎦ 
⎥ 
⎥ 

1
n+1

 

11.5 Different Protective Devices in Parallel 
Redundant protective systems usually consist of identical switches, relief 
valves or other protective devices in parallel.  Occasionally a system is 
made from different devices, or components with different reliability 
characteristics.  This may be a deliberate design decision to avoid 
common cause failures, or it may be the result of replacing obsolete 
components by non-identical, upgraded models.  In either case it is 
possible that the mean time between failures of the devices may be 
different. 
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The analysis carried out in section 11.2 only needs a little modification 
in order to work.  There are n individual protective devices in the 
system, but each has a different mean time between failures.  If M

dev1
 is the 

mean time between failures of device 1, M
dev2
 is the MTBF of device 2, and 

so on up to n, then the unavailability of the system at time t is 

€ 

U = (1− e−t /M dev1 )(1− e−t /M dev2 )(1− e−t /M dev3 )...  

Section 25.4 shows that the average unavailability achieved is  

€ 

U =
1

(n +1)
T ff

n

M dev1Mdev2Mdev3...

⎛ 

⎝ 
⎜ 
⎜ 

⎞ 

⎠ 
⎟ 
⎟  

and the failure-finding interval that achieves availability A is 

€ 

T ff = (n +1)(1− A)Mdev1Mdev2Mdev3...[ ]
1
n  

The failure-finding interval to achieve a defined mean time between 
multiple failures M

mf
 is 

€ 

T ff =
(n +1)MdemMdev1Mdev2Mdev3... 

Mmf

⎡ 

⎣ 
⎢ 
⎢ 

⎤ 

⎦ 
⎥ 
⎥ 

1
n

 

and the economic optimum failure-finding interval is 

€ 

T ff =
(n +1)MdemC ff M dev1Mdev2Mdev3...

nCmf

⎡ 

⎣ 
⎢ 
⎢ 

⎤ 

⎦ 
⎥ 
⎥ 

1
n+1

 

11.6 How Many Parallel Devices? 
This section has shown that multiple redundant parallel protective 
devices can have significant advantages over single devices.  These 
include 

• Longer failure-finding task intervals can achieve the same level of risk 
or availability 

• Failure-finding may be feasible for multiple devices when a single 
device would require checking too frequently to be feasible 

If two devices are better than one, and three are better than two, why 
should we not use parallel devices in every protective system to achieve 
availability levels as close to 100% as we can? 

There are many reasons why simply employing more parallel devices 
eventually fails to deliver the theoretical levels of availability and risk. 
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Protective System Design 

While many protective system designs duplicate the sensors which 
detect abnormal conditions, many do not duplicate alarm and trip 
annunciators and actuators.  Even when both sensors and actuators are 
duplicated, signal lines and controllers may not be.  Duplication of 
components reduces unavailability of those components; eventually the 
overall system availability is dominated by those components which 
have not been duplicate or which cannot practically be duplicated. 

Common Cause Failures 

The analysis in this section has made several assumptions, but the 
central supposition is that failures of all the protective systems are 
independent.  Over and above the requirement for failures to occur at 
random, it means that observing that one device has failed does not 
make it any more or less likely that one of the other devices has failed. 

At first sight this seems a safe assumption.  If one relief valve cannot 
open, why should its twin be in a failed state as well?  In practice there 
can be many reasons: both may have been exposed to the same 
(abnormal) corrosive conditions; both valves may have been damaged 
by falling equipment; or the isolation valves before both valves may have 
been closed during maintenance and not re-opened.   

Electronic equipment can be prone to a variety of common cause 
failures which may disable all devices simultaneously, or make them 
more likely to fail at or close to the same time.  Some possible common 
causes include 

• Loss of power 

• Failure of signal and network lines 

• Condensation or water leaks affecting all devices 

• Overheating (or cooling, depending on environment) of all devices 

• Vibration 

• Structural damage, for example because of an explosion 

Testing Procedures 

Testing protective devices is a fundamental part of achieving acceptable 
levels of risk.  In many cases the protective system, or part of it, must be 
disabled in order for the test to be carried out.  There is a risk, often a 
significant one, that the personnel who carry out the test will forget to re-
enable protective system when maintenance is complete.  It is not only 
important that the testing task is carried out correctly; it is essential that 
the device is working afterwards. 
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It is difficult to obtain reliable estimates of the probability of leaving 
protective systems disabled.  In any case, the chance depends on both 
the task being carried out and the design of the system.  Many estimates 
of human error suggest that figures around 0.1%–1% may not be unusual 
if no special measures are taken. 

If a protective system is expected to deliver 90% availability, system 
unavailability of 0.1%-1% due to the maintenance task may be 
acceptable.  If the system is expected to achieve 99.9% or higher 
availability, then the failure-finding calculation becomes almost 
irrelevant because the system’s unavailability is dominated by human 
error, not by failure of its components.   Therefore, when very high 
availability levels are required, it is essential to be sure that the chance of 
the system being functional after the test is sufficiently close to 100%. 

A specific problem arises with multiple redundant protective systems.  
For these systems, it is important to test each duplicated sensor, actuator 
or any other component individually.  How feasible or easy this is 
depends on the system design, but it is not sufficient simply to replicate a 
demand on the system and check that there is a response. 

A tank is used to store a liquid intermediate component in a polymer 
fabrication facility.  The pump which fills the tank is controlled by level 
meters in the tank itself.  Because the product is potentially harmful, two 
trip switches at the top of the tank shut down the pump if the level 
reaches 95% of the overall tank volume. 

The mean time between failures of the trip switches is estimated to be 
about 100 years.  Demands on the trip system are estimated to occur 
about once every five years, and the minimum tolerable mean time 
between multiple failures is 100000 years. 

The trip switches are checked during a yearly system shutdown and 
cleaning procedure.  The cleaning fluid is pumped into the tank using the 
normal process pump, but the operators disable the normal level control.  
A technician watches the level gauges and ensures that the pump shuts 
down at 95% of the tank volume. 

This is a reasonable testing procedure which for convenience uses the 
harmless cleaning fluid rather than the polymer precursor, and so it is 
likely to do little damage if the pump does not shut down in time.  
However, since the technician is only looking for the pump shutdown, 
he or she has no idea whether one trip switch operated or both.  As we 
have already seen, if the technician assumes that both are working and 
the system continues to operate with only one trip switch functional, the 
availability of the trip system is very substantially reduced.  What effect 
does this have on the mean time between multiple failures? 

If both switches are checked and operational after each failure-finding 
task, the mean time between multiple failures is  
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or 150000 years. 

If only one switch is operational, the expected mean time between 
multiple failures drops to 

€ 

Mmf = (n +1)Mdem
Mdev
T ff
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or 1000 years, a factor of 150 less than the original mean time between 
multiple failure, and one hundredth of the organisation’s requirement. 

Spurious Operation 

The achievement of higher availability comes at a cost which cannot be 
avoided: an increase in the number of spurious trips due to misoperation 
of one device.  If any of the devices is able to process a demand on the 
protective system, then it follows that the number of spurious operations, 
where the protective system operates although conditions are normal, 
increases with the number of devices.  If a single device trip system 
spuriously shuts down a compressor once per year, then implementing a 
two device trip system will result in one shutdown every six months.  If 
the number of nuisance operations is a problem, other system designs 
such as 2-of-3 or 3-of-5 can deliver a compromise between high 
availability and low spurious operation rates (see section ). 

11.7 Assumptions 
The assumptions made in calculating the failure-finding interval of 
parallel devices are slightly different from those for a single device. 

• Each protective device fails at random 

• There are no common mode or common cause failures that will 
affect the devices 

• Each protective device is guaranteed to be working immediately after 
installation  

• The failure-finding task is always effective: the task discovers 100% 
of non-working devices and any devices that have to be repaired are 
fully functional immediately after the task has been carried out 

• Demands on the protective devices occur at random  

• The failure-finding interval is less than about 5% of each individual 
protective device’s mean time between failures  
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• The failure-finding interval is much less than the mean time between 
demands on the devices 

• The time taken to repair a broken protective device is insignificant, or 
other measures will be taken to prevent multiple failures if a 
scheduled task discovers a failed protective device 

11.8 Examples 
Standby Generators 

A remote medical facility is subject to infrequent power outages that can 
last for at least several hours.  When mains power is not available it relies 
on a single diesel generator which starts automatically when mains power 
is lost. 

To reduce the risk of a power outage, it has been proposed that an 
additional standby generator should be installed.  Either generator is 
capable of supplying all the power that is required.  The overall mean 
time between failures of similar generators at other installations is about 2 
years.  The mean time between demands on the system is about one year. 

The review group has decided that the multiple failure (loss of standby 
power when it is required) should happen no more often than once every 
10000 years.  How often should the generators be tested? 

There are two standby devices, so the formula that we need for a risk 
target is 

€ 

T ff = Mdev
(n +1)Mdem

Mmf
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Substituting the values from the example: 

€ 

T ff = 2× 3×1
10000
⎡ 

⎣ ⎢ 
⎤ 

⎦ ⎥ 

1
2

= 0.35 years  

The generators should be tested about every two weeks. 

11.9 Key Points and Review 
A parallel redundant protective system is one that is made of multiple 
protective devices, any one of which can prevent the multiple failure. 

Using multiple protective devices can substantially increase the 
availability achieved for a given failure-finding task interval, compared 
with the availability of a single protective device. 

Substituting a parallel protective system for a single device may make it 
possible to achieve tolerable levels of risk while ensuring that the 
required failure-finding intervals are feasible.  
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Failure-finding intervals based on availability, risk or cost are typically 
longer for a parallel redundant system than for an individual device. 

Although very high availability figures may be theoretically attainable, in 
practice designers must be very careful to assess the effects of common 
cause failures.  Real world availability levels may be substantially below 
calculated figures for many reasons, including common cause failures 
and because the protective system may be left in a disabled state after 
carrying out failure-finding tasks. 

The equipment design and failure-finding task description must be 
carefully chosen to ensure that all devices can be tested and that they are 
all operational after the failure-finding task is completed. 

The disadvantage of adding parallel protective devices is that the number 
of spurious operations increases as the number of devices increases.  
Therefore operational availability levels may drop if too many devices 
are employed. 

 
 


